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Cisco Secure Access Foundations

POTENTIAL FOCUS AREAS

Cisco Secure Access consists of
multiple components that Bravo can
demonstrate to meet your
companies’ specific requirements.
This is where organizations normally
engage for our expertise:

e Secure Access Quickstart
e Secure Access Umbrella Migration
e Secure Access Zscaler Migration
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SECURE ACCESS

Seamless and secure access is the cornerstone of a modern, agile
workforce. Bravo specializes in implementing Cisco Secure Access
solutions to help your organization ensure reliable connectivity
without compromising security. By leveraging Cisco’s Secure Access
core features and potential add ons, we create tailored access
control strategies that protect your network, applications, and data
while empowering users to stay productive from anywhere. Our
approach focuses on delivering Zero Trust principles—ensuring
every user and device is continuously verified before granting
access.

ENGAGEMENT OVERVIEW

As a trusted Cisco security partner, we have developed proven
methodologies for successful project management and delivery to
ensure a successful engagement. An engagement could cover all

ABOUT BRAVO or parts of the following:

At Bravo Consulting, we believe that
cybersecurity doesn't have to be
complicated. Our mission is to
simplify the complexities of securing
and managing your network while
empowering your organization to
achieve unmatched cyber resilience.

As a “Services Only” partner dedicated
to delivering tailored solutions.
Security is the cornerstone of our
offerings and remains at the heart of
every solution we deliver. Our service
delivery approach prioritizes
customer satisfaction by empowering
you with knowledge and support
throughout the lifecycle of each
engagement, whether through
professional services or co-managed
service arrangements.
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e Overview of Secure Access Solution and Capabilities
o Review Different License Tiers and Use Cases:
» Foundational Security Components in all licenses
m Secure Internet Access (SIA) Essentials
m Secure Private Access (SPA) Essentials
m Secure Access Advantage Use Cases for SIA or SPA
o Security Components (Secure Client, Network Tunnels vs.
Resource Connectors, Virtual Appliances)
e Basic Configuration Overview of Secure Access
o Initial Onboarding
m Setup Network Connections (Tunnel Groups, Resource
Connectors, Users, SAML)
Configuration Overview for Roaming Clients
m Configuration Setup for Cisco Secure Client
= Deployment of selected client configuration to support
the use cases in scope.
Internet Security Use Cases
= Secure Access DNS Security
m Secure Access Web Security (SWG/Firewall)
m Defining and Testing Access Policies
Zero Trust Network Access (ZTNA) Use Case
m Create Zero Trust Posture Profile
m Defining and Testing Access Policies
VPNaaS Use Case
m Create VPN Connection Posture Profile
= Defining and Testing Access Policies
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